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Graphs are everywhere



Motivation - Text Categorization 



Motivation - Protein Function Prediction 



Motivation - Malware Detection 



Machine Learning on Graphs 
Node classification
• given a graph with labels on some nodes, provide a high quality labeling for the rest of 

the nodes 

Graph clustering 
• given a graph, group its vertices into clusters taking into account its edge structure in 

such a way that there are many edges within each cluster and relatively few between the 
clusters 

Link Prediction
• given a pair of vertices, predict if they should be linked with an edge 

Graph classification 
• given a set of graphs with known class labels for some of them, decide to which class the 

rest of the graphs belong 



Graph Classification 



Graphs to vectors - kernels



Graph Kernels



Fraud in graph of payments

• graphs from transaction data from industry X
• nodes represent users 
• edges the sum of transactions in a period of time. 
• Supervised fraud communities of types t1, t2,t3
• Fraudulent nodes or communities have similar 

structural patterns

• Data set: 
• 32 fraud communities (6 t1, 6 t2, 20 t3) ~ 3K nodes  
• a sample of the user network (containing those 

communities) ~ 15M nodes, and ~22M edges. 
• Each fraud  node in a fraud community is considered a 

ground-truth fraudster. 
• Goal is to find (likely) fraudsters in the network.
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Degree distribution in the three fraud classes

t1

t2

t3



Graph Kernel Based fraud exploration 
• Fraudulent graphs: 32 directed graphs labeled as fraud with 

three different types: “t1”, “t2”, “t3”. Each node in every graph 
corresponds to a fraud account. edges between nodes 
represent transactions. 

• two attributes: one is total transaction volume, another is the 
number of transactions.

• Normal graphs: 201 graphs randomly sampled from the 
complete network which are very unlikely to contain fraudsters.

• Capitalise on graph kernels for the similarity computations



Fraud in graphs

• Compared the four categories of graphs – t1,t2,t3  and a randomly sampled non-fraud 
- with respect xto a variety of graph metrics. 

Observations: 
• t1 and t2 are similar in terms of graph topology while  t3  is quite different
• t3 graphs contain fewer nodes but are denser 
• t3 subgraphs contain much fewer SCCs, as opposed to t1, t2 ! 
• money flow  in t1, t2 graphs are mostly unidirectional (whereas in t3 it's 

multidirectional). 
• However, in terms of transaction sums, t3 and t2 are actually more similar than t2 and 

t1! 
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Shortest path kernel for fraud graph similarity
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Shortest path kernel – an Example
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Fraudulent graph prediction

• We compute the kernel matrix of the graphs 
calculated by shortest-path kernel. 

• With kernel PCA, we are able to extract the 
principle components (2 in our case) of them by 
simply using a precomputed similarity matrix 
without knowing the actual embeddings. 

• classification is done by SVM
Experiments and Analytics
• kernel PCA to visualize our result. 
• colours of points represent their types 
• colours of circles around the points represent the 

predictions of our model. The colour-type 
correspondence is:

• Red: ‘t1’
• Green: ‘t3’   
• Blue: ‘t2’ 
• Black: Non-fraudulent graphs

16



Fraudulent graph projection – normal graphs

• Projection of the three 
classes in the embedding 
space (with other random 
normal graphs )
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Onging work: Community mining for fraud 
detection
• Assume fraudulent community types in huge graphs 
• size: The size of each subgraph should be of a manageable size. This 

would potentially assist in human processing of reported subgraphs.
• overlapping clusters: a node may have connectivity to multiple 

partitions. 
• Goals
• optimize a clustering algorithm in efficiency 
• control the cluster size 
• maintain multiple cluster assignments for each node. 
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A soft introduction to graph clustering
!
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Graph-Cut
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Min-Cut

• Easy for k=2 : Mincut(A1,A2)
• Stoer and Wagner: “A Simple Min-Cut Algorithm”

• In practice one vertex is separated from the rest
• The algorithm is drawn to outliers
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Normalized Graph Cuts
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Graph Laplacian
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Properties of L

• L is 
• Symmetric
• Positive
• Semi-definite

• The smallest eigenvalue of L is 0 
• The corresponding eigenvector is 𝟙

• L has n non-negative, real valued eigenvalues
• 0 = 𝜆1 ≤ 𝜆2 ≤ ⋯ ≤ 𝜆𝑛
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Two Way Cut from the Laplacian
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Example
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Multi-Way Graph Partition
• The cluster assignment is given by the smallest k 

eigenvectors of L  
• The real values need to be converted to cluster 

assignments
• We use k-means to cluster the  rows 
• We can substitute L with Lsym

A11………….…………A1n

A21………….…………A2n

Ak1………….…………Akn

.

.

.

Smallest k 
eigenvectors

A11

A1n

A21

A2n

Ak1

Akn

....

.

K-means on 
the rows

Each row 
represents a 
vertex
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Graph clustering - Modularity based 
methods

• Modularity

where 
• A is the adjacency matrix
• ki, kj the degrees of nodes i and j respectively
• m is the number of edges
• Ci is the community of node i
• δ(.) is the Kronecker function: 1 if both nodes i and j belong on the 

same community (Ci = Cj), 0 otherwise
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[Newman and Girvan ‘04], [Newman ‘06]
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Clustering algorithms for community 
detection
• Louvain: baseline/frame of reference. 

• starts each node as a single cluster and hierarchically joins the clusters while trying to optimize a clustering quality 
function (modularity). 

• Unfortunately, as we will see in practice, it creates some very large clusters and it does not offer overlapping 
clusters.

• Markov Clustering – MCL
• main intuition: expands and inflates a transition matrix iteratively until it converges. 
• resulting matrix contains a graph of various connected components which are perceived as clusters. 
• does not support overlapping clusters), this can be a very demanding algorithm in resources in the Spark 

implementation as it requires transition matrix multiplications. Currently our experiment with MCL on Spark has 
shown a significantly low efficiency.

• Label Propagation
• very efficient algorithm with many variations. 
• Each node starts with its own cluster/label and messages its own label to its neighbors. 
• nodes calculate their new label as an aggregation of the received messages. 
• labels converge or after a fixed number of iterations.
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Design princliples of our Hybrid algorithm 

• Produce overlapping clusters
• Constrain the size of the cluster
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Louvain                         Hybrid algorithm



Conclusions

• Use graph mininng (kernels and clustering) to explore fraud detection 
in graph of payments
• Encouraging results for classification
• Challenges: 
• generate clusters of controlled size and then predict fraud. 
• Huge volumes
• Unkown fraud (unsupervised learning – autoencoders…?)
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THANK YOU!!
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