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Understanding 
criminal activity and 
fraud and how to 
protect yourself



Who are we?

• Advising students before, 

during and after their studies

• Trained immigration advisers

• Experts on the Student visa route

• Free service!



Fraud and criminal activity: 
what can it look like for 
students? 

• People pretending to be Chinese officials or working for UK Home Office
• Robbery
• Stolen identity
• Money Laundering
• Coercion to accept drugs or goods
• Academic Fraud
• Taking money from loan sharks



• Do not give your bank account details to anyone 
unless you know and trust them.

• Be very cautious of unsolicited offers of easy money. 
If it sounds too good to be true, it probably is!

• Research any phone number, email address and 
company that makes you a job offer and make sure 
their contact details (address, landline website) are 
genuine.

• Be wary of job offers from people or companies 
overseas as it will be harder for you to find out if they 
are legitimate.

• Be wary of ads that are written in poor English, with 
grammatical errors and spelling mistakes.

IF IN DOUBT TAKE 5 MINUTES AND SPEAK TO A 
FRIEND OR THE UNIVERSITY

General Advice



Some specific scams: UKVI calls

An unexpected call/email from ‘an official at the Home Office’
• You haven’t submitted the right paperwork
• There is an issue with outstanding ‘criminal activity’ at home
• You must pay a fine immediately or your visa will be cancelled

Why is this a scam? Legitimate officials will never
• ask you to pay fines or a fee over the phone
• ask for fees or fines using iTunes gift cards, cryptocurrency or money transfer 

services

What should you do? 
• Immediately stop the call
• If you have given any bank details etc, contact your bank immediately to freeze your 

account. 
• Contact Estate Patrol, Police 101 and email International Student Support



HMRC or VAT scam

• You may receive a letter, email, text or phone call which claims to be from HM 
Revenue and Customs (HMRC) telling you about a tax rebate or penalty and asks 
for personal or payment information 

• You may receive a letter, email, text message or a phone call which claims to be 
from a company such as DHL which claims that you own money for unpaid VAT 
(value added tax).

Why is this a scam? 
• HMRC would never call you. You can find some examples of scam messages on 

the HMRC website in case you'd like to check. 

What should you do? 
• Report suspicious messages to HMRC's phishing team here or, DHL.

https://www.gov.uk/topic/dealing-with-hmrc/phishing-scams
https://www.gov.uk/report-suspicious-emails-websites-phishing/report-hmrc-phishing-emails-texts-and-phone-call-scams
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.dhl.com%2Fgb-en%2Fhome%2Ffooter%2Ffraud-awareness.html&data=04%7C01%7CS.Aburagheb%40exeter.ac.uk%7C24c54b65ab8b4276ec3b08d9df3f4e68%7C912a5d77fb984eeeaf321334d8f04a53%7C0%7C0%7C637786285251937227%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=sZKF%2FKQxUMmNOOXle9MgBPqmlo1eMOjJY%2FIJux8sYv4%3D&reserved=0


Money Mules

You are a money mule if you let someone else use your bank account to send money into. 
• 6 in 10 money mules are aged 17-24, many are recruited at university or colleges. 
• Money mules usually get recruited because they get a cut of the stolen money. 
• It is a serious criminal offence, with a maximum sentence of 14 years in prison. 

How can I protect myself? 
• Be suspicious of job adverts that offer easy money
• Don’t sign up without proper research
• Don’t accept message requests or links from people you don’t know 
• Don’t share bank and personal details with anyone you don’t know or trust

What should you do? 
• If you have given any bank details etc, contact your bank immediately to freeze your account. 
• Contact Estate Patrol, Police 101 and email International Student Support
• Contact the HMRC Fraud Hotline quoting ref: IFMM23. 



Any questions? 

Our fraud page
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Support available to you:
Welcome to Exeter booklet

‘Welcome to Exeter’ booklet also 
available  in Chinese (Mandarin):



What happens after Welcome Week?
• Global Chums mentors 
• Intercultural Café:
• Connections Café, Soup lunch 
• Cultural events on campus: 

Diwali, Hannukah, Christmas, Ramadan, 
Holi, Eid, Spring Festival, Cultural Festival 

• Your International News email (monthly)

https://www.exeter.ac.uk/students/
international/livingintheuk/getinvolved/

http://www.exeter.ac.uk/globalchums
https://www.exeter.ac.uk/students/international/livingintheuk/getinvolved/interculturalcafe/
https://www.exeter.ac.uk/students/chaplaincy/events/multifaith/
https://www.exeter.ac.uk/students/international/livingintheuk/getinvolved/interculturalcafe/


Helping you at Exeter

Intercultural Café

• Intercultural Café, 
Wednesday and Friday 10.00-11.30: ISCA Eats, Cornwall House,
Wednesday 13.00-14.30: St Lukes: Cross Keys

• First 100 people get in and a hot drink and a pastry
• Weekly themes
• 5700 student visits in 2023/24
• Everyone welcome (including staff)! 

https://www.exeter.ac.uk/students/international/livingintheuk/getinvolved/interculturalcafe/
https://www.exeter.ac.uk/students/international/livingintheuk/getinvolved/interculturalcafe/


Cultural Events on campus

• Navraatri: 13 October
• Diwali: Sunday 27 October 
• International Student Day: 15 November
• Christmas Day lunch: 25 December
• Spring Festival: 4 February
• Holi
• Cultures Festival: 3-9 March
• Ramadan: 7 March

https://www.exeter.ac.uk/students/international/livingintheuk/getinvolved/?


Your International eNews

• Monthly newsletter dedicated to making the 
international student experience the best it can 
be!



Chinese Community Wellbeing 
Service (CCWS)

• CCWS supports the health and social care 
needs of the Chinese speaking community 
across the South West of England. 

• Provide assistance, advice, representation 
and services

• https://chinesecws.org.uk/aboutus/



CCWS: On Your Side

• On Your Side is a UK-wide support and reporting 

service for East and Southeast Asian communities 

who experience racism and/or any forms of hate. 

You deserve to be listened to and taken seriously.

• On Your Side includes a 24/7 free helpline and a website where you 

can find support, access resources, and if you wish, make a report. 

Our friendly team speak a range of East and Southeast Asian 

languages and through trusted interpreters can support you in any 

language you need.

• Call for free: 08088010393

• Contact online: onyoursideuk.ok



Download the 
presentation 

here:Any Questions? 
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